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***
START OF CHANGE ***
4.3.4.X    Error handling of malformed JSON object
Requirement Name: Error handling of malformed JSON object
Requirement Reference: TBA

Requirement Description: When a malformed JSON object is forwarded over service based interface, the Network product shall discard the malformed JSON object and shall accepted the genuine message packets.

Security Objective Reference: TBA

TEST CASE: 

Test Name: TC_DISCARD_MALFORMED_JSON Object
Purpose: Verify that the Network product under test rejects any malformed JSON object. 

Procedure and execution steps:

Pre-Condition: 
-
The test environment can have simulated or real Network product at one end connected with Network product under test.

-
The tester should have access to the service based interface.
NOTE 1:
Malformed JSON object means, for example, an invalid JSON results and syntax error in JSON objects (e.g. unterminated objects in a line, by not closing a bracket or quotation mark, etc.). JSON object can be erroneous even if it is valid JSON from the server. For example, in TS 33.501 Annex G.2 refers to the structure of HTTP message. Any syntax error in the message body with JSON content will leads to malformed JSON object error.

NOTE 2:
The test may be performed without integrity protection turned on.
Execution Steps: 
1.
Both Network products are configured for JSON communication via the simulated IPX-system.

2.
The tester shall capture the signalling messages exchanged between two Network products.

3. The tester shall check the JSON object of the filtered signalling message entering in respective interface and using any packet-crafting tool the tester shall create a bug in the JSON object of the filtered signalling message sent between the Network Product.

NOTE 3:
JSON object can be injected with bug by manipulating the payload structure and fields. For example, some data from one field concatenates with another field and or data is in different field. Also a JSON object can be malformed due to a syntax error and most commonly it occurs by adding an extra comma separator at the end of an array or the object value set.

4.
The Network product under test shall consider the received message as malformed and drop it. The Network product shall send INVALID_MSG_FORMAT as 400 Bad Request to the originating Network product.

5.
The tester shall capture the response message sent by the Network product under test (includes the message Id) to the originating Network product.
Expected Results:

The Network product discards the malformed signalling message received from the peer Network product under test and sends the response with a cause code.

 Expected format of evidence:

Evidence suitable for the interface, e.g. evidence can be presented in the form of screenshot/screen-capture.
***
END OF CHANGE ***
